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TECHNOLOGY 

The latest in antivirus technology: What you 
need to know 

The need for antivirus protection came to us just 
shortly after computers started talking to each 
other. For years most people needed to install and 
maintain an up-to-date antivirus program to remain 
unaffected by malicious activity. Cybersecurity 
threats have advanced significantly since then. 
Fortunately for us, a new generation of defences has 
evolved along with them.  

What’s wrong with traditional antivirus 
solutions? 

Most of us know what antivirus solutions do for us. We may not all know the technical details, but 
we get it. Special software is needed to protect your computer (often referred to as an “endpoint”) 
from malicious intent that may lie in wait. Antivirus software is installed on a computer and, as long 
as it is updated regularly, it monitors files for bad code and quarantines them if issues are detected.  

This essential premise has not changed – you still need to protect yourself against malicious code 
being propagated by nefarious individuals; what has changed is the method of attack, what is attacked 
and the resulting outcome.  

Traditional antivirus has become a victim of its own success. Attackers now know where the defence 
is installed and how it scans and searches for the viruses, and they have exploited the fact that 
traditional software relied on “updates,” or signature files that told the antivirus software what to look 
for. In most cases this meant looking for a particular bad file that had been unwittingly installed.  

The traditional defence also came into play primarily during the scan, when the antivirus software 
would run scheduled investigations looking for trouble. What this meant was that, in the time between 
scans, there was vulnerability. 

Since then, traditional antivirus software has become susceptible to newer attack scenarios like: 
• memory-based intrusions 
• PowerShell scripting language weaknesses 
• macro-based attacks 
• remote log-in masking and cracking 
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What are “next gen” antivirus solutions? 
The single largest advantage of next-generation antivirus (NGAV) solutions is that they not only 
prevent many different types of attacks, but they also are no longer tied to the target computer and 
can actually learn from attacks as they happen.  

While traditional defensive software depended on the placement of a file (or the manipulation of code 
in an existing file), NGAV no longer has this limitation, as it is focused on events. Events involving 
things like processes, applications, network connections or even files are monitored and malicious 
intent determined based on how these events change as the result of attacks.  

NGAV is a significant step forward in several aspects: 
• First, NGAV applications tend to be cloud-based. This means a lower dependency on local 

installations, and new information can continually, and more quickly, be shared with all 
subscribers – no need to wait for scheduled updates.  

• Second, NGAV has taken advantage of advancements in the area of machine learning. 
Essentially, the NGAV programs are capable of learning what the normal operation of your 
programs looks like and able to identify deviations caused by malicious code. 

The newer capabilities also include some extremely complex advancements in the areas of threat 
intelligence and behavioural analysis. These carry extreme value in that the systems are able to 
monitor and identify not just malicious programs, but also the impacts those programs have. 
Essentially, any changes impressed on the target system are identified right away by the impact they 
have. Rather than the system needing to wait for a file definition update to tell it there is new 
malicious code to watch for, the NGAV discerns the change in normal operation and takes action. 
With this significantly improved threat intelligence, the defence can be executed lightning fast. 

Next gen versus traditional  
The biggest difference between the traditional and NGAV programs is one of timing. Traditionally, 
your defences were reactive to intrusion: Attackers developed a new way to attack, and once those 
attacks were encountered, studied and built, updates were made available to prevent those exact 
problems in future. With the machine learning and artificial intelligence of new systems, a proactive 
approach is now available.  

The advantages of NGAV are furthered by the fact that business networks, and even those at home, 
are increasingly more interconnected with various types of devices. It is commonplace now for even 
small to medium-sized (SMB) organizations to have multiple layers of connected devices. Servers, 
computers, mobile devices and network gear all create entry points for malicious software and need to 
be protected. Before NGAV, each one of these would need their own versions of antivirus software, 
and each would come with its related maintenance and updates. 

Closing thoughts 
Cybersecurity importance has continued to rise over the last few years. Ransomware, malware and 
denial of service attacks are on the rise, and smaller organizations are just as vulnerable as larger 
targets. Even most business insurance companies are now offering cybersecurity coverage due to the 
prevalence of these activities. Without proper coverage, your data – including customer and 
transactional details – can be copied, shared or held for ransom. But with these next-generation 
antivirus solutions, you can help protect your electronic assets. 
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WEALTH MANAGEMENT 

Today’s investment options and expectations: 
Which is best for you? 

Given that today’s bank savings rates are close to nil due 
to historically low interest rates, Canadians will likely 
need to explore other options outside of guaranteed 
investments to achieve their retirement goals. In so doing, 
they will need to be comfortable with risk.  

In the context of investing, risk can be defined as “the loss of 
money due to negative fluctuations in investment value.” 

Risk: Why take it? And what level of risk is right for your savings? 
Investors risk their hard-earned savings in riskier investments with the expectation of earning a 
higher rate of return than less risky investments. Typically, investors require higher rates of return to 
reach their financial goals, or else those goals may be negatively impacted. 

There are two key factors that should dictate how aggressive (or risky) you should be with your 
savings): 
1. your ability to take risk (i.e., factual details about your finances) 
2. your willingness to take risk (i.e., your attitude toward risk and potential losses) 

When combined, these factors provide your “risk tolerance” (i.e., the amount of investment loss you 
can tolerate and not panic). 

What are the risks of different investment types?* 
Traditionally, there are three types of investments: 
• equities (stocks) 
• fixed income (bonds) 
• cash (or cash equivalents) 

These three groups of investments are called “asset classes,” which are groups of investments that 
exhibit similar characteristics and move similarly in the marketplace. These three asset classes are the 
predominant choices for Canadian investors, whether completed directly or indirectly through a 
mutual fund or exchange traded fund (ETF). 

Equities (stocks): ownership interest in a company that generates return through stock appreciation / 
depreciation and dividends. 

Example: Royal Bank of Canada 
Risk: high, highest of the three assets classes discussed in this article 
Expected returns: approximately 5% compound average growth rate over the next five years for 
large blue-chip Canadian companies 
Reasons to own: increased cash flow through dividends, protection against inflation, 
participation in economic growth via capital growth in stock value 

Bonds (fixed income): loan made to a company or government with a stated rate of interest and 
maturity date. 
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Example: Government of Canada bonds 
Risk: medium, second most risky of the three asset classes listed here 
Expected returns: approximately -0.5% compound average growth rate over the next five years 
for the broad Canadian bond market 
Reasons to own: insurance from market fluctuations, ability to know the value of the 
investment at a future date (maturity), steady predictable income 

Cash (or cash equivalents): certainty of value with no fluctuations, which pays interest but usually at 
a lower rate than bonds. 

Example: high-interest savings account 
Risk: low, lowest risk of the three asset classes discussed here 
Expected returns: close to +0.5% compound average growth rate for the next five years 
Reasons to own: certainty, liquidity to pay for living expenses, ability to purchase other 
investments quickly 

* Estimate source: BlackRock Investment Institute, Capital market assumptions (https://www.blackrock.com/institutions/en-
us/insights/charts/capital-market-assumptions).Individual investments listed are for example purposes only. 

Historical returns for asset class returns 
Why would anyone want to invest in low-returning investments, as described above for bonds and 
cash? The answer is risk tolerance. Treating your investments like a horse race, where you are trying 
to pick the winner every time, typically leads to suboptimal outcomes. Instead, investors typically 
have a mix of investments, called “diversification,” that helps them customize their investments (or 
“portfolio”) to be more in line with their specific risk tolerance.  

Should the market fall, the diversified investor is more able to stick to their investment strategy. This 
compared to the investor always trying to pick the winning stock (“horse”) but not able to tolerate the 
risk involved with that strategy. This typically leads to investors making poor decisions based on their 
emotions. 

Below is a table of the three asset classes over the last five years. The main point the table illustrates is 
that returns fluctuate year to year, and different asset classes perform better or worse in different 
years. So, picking the winner each year is difficult for even the best investors.**  

2016 2017 2018 2019 2020 
Equities +17.5% Equities +6.0% Bonds +1.4% Equities +19.1% Bonds +2.2% 

Bonds +1.7% Bonds +2.5% Cash +1.4% Bonds +6.9% Equities +5.6% 
Cash +0.5% Cash +0.6% Equities -11.6% Cash +1.6% Cash +0.9% 

** Returns in Canadian dollars. Data source: Raymond James Market Pulse, December 31, 2020. 

Which investment is best for you? 
Like most things in life, it depends. The level of risk that you want to take on with your investment 
savings is unique to your personal financial situation and personality. This detail is most likely 
captured in your personal financial plan. It is likely that the right investment for you is a mix of the 
three discussed asset classes in varying proportions, to align with your risk tolerance.  

A financial advisor can help you to first create a financial plan unique to your personal situation, and 
then marry that plan with an investment strategy that takes into consideration your goals, risk 
tolerance and financial situation. Every year or two, repeat this exercise and rebalance your 
investment portfolio to suit your risk tolerance at that time. This will make you much more likely to 
meet your financial goals – so that when you retire, you can focus on what matters most. 
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Disclaimer: 
BUSINESS MATTERS deals with a number of complex issues in a concise manner; it is recommended that accounting, legal or other appropriate professional 
advice should be sought before acting upon any of the information contained therein. 

Although every reasonable effort has been made to ensure the accuracy of the information contained in this letter, no individual or organization involved in either the 
preparation or distribution of this letter accepts any contractual, tortious, or any other form of liability for its contents or for any consequences arising from its use. 

BUSINESS MATTERS is prepared bimonthly by the Chartered Professional Accountants of Canada for the clients of its members. 
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