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How to avoid common scams during COVID-19 
As most of the Canadian workforce has now moved to 
remote work in response to the COVID-19 pandemic, we 
are increasingly being targeted by fraudsters. This 
article outlines some of the most common scams we have 
seen during the current pandemic and suggests steps you 
can implement to keep your hard-earned dollars safe 
during these uncertain times. 

Their goal remains the same: Divert funds, extort a ransom 
payment or steal data (which they can later sell on the Dark 
Web). At first glance, their schemes may appear legitimate 

and reasonable under the current COVID-19 circumstances. 

Common scams 
Here are some of the most common scams that have been reported: 
• Fraudsters posing as a representative of a loan or financial services company may offer loans, debt 

consolidation and other financial assistance services. These imposters will typically ask for your personal 
information, such as your Social Insurance Number and other financial data, for the “application 
process.” Their ultimate goal is to steal your identity. 

• Callers purporting to be calling on behalf of heating or cleaning companies will offer duct cleaning 
services or air filters so that you can protect yourself against COVID-19. Others will pretend to be your 
electricity provider and threaten to disconnect your power, given your high usage. In both cases, they 
will ask for an immediate credit card payment. Needless to say, no product or service will be 
forthcoming even after you’ve paid. Their goal is to steal your credit card information and make 
unauthorized purchases. 

• Some callers will pretend to be calling from the Public Health Agency of Canada claiming that they 
have results confirming that you have tested positive for COVID-19. They will ask you to provide your 
health card and credit card numbers for the purposes of sending over prescription medication. Again, 
their goal is to steal your data. 

• In some cases, you will receive “phishing” emails that seem to come from the Canadian government 
(or a government agency). These emails will have a COVID-19 theme and will encourage you to open 
attachments, click on a link or share personal data. The goal of the sender can range from installing 
malware on your computer to tricking you into sharing your personal information. 

• Others will contact you pretending to be calling from the Red Cross or other known charities and will 
ask you for donations (all via credit card payment) to help provide medical kits to vulnerable individuals 
in retirement homes or in other parts of the country. They will not give you the option to make a donation 
online. 

• Other scammers will claim to be calling from a vendor who has not been paid for over 90 days and 
requires immediate payment. They will provide “new” banking details and attempt to pressure you into 
making a quick payment.  
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In all of these cases, the fraudster will appear to be genuine, referencing COVID-19-related facts that appear to 
give credence to their claim that what they are offering or asking for is likely legitimate. Further, they will 
emphasize the need to act quickly and may even adopt an aggressive tone if you question them. 

How to protect yourself 
There are several ways you can protect yourself and your organization from these fraudsters’ attempts to scam 
you. The key is to use the resources available to you to check the validity of the claim being made. 

For example, for scams related to government offers or services, visit the Government of Canada’s COVID-19 
health, financial and security resources website.1 For claims related to your health and where fraudsters ask for 
your health information, decline the request and contact your public or private insurance service provider. 

In terms of phishing emails, make sure you have the latest version of anti-virus software installed and keep 
your operating system up to date. Also, do not open documents or click on links from suspicious emails. If an 
email claims to provide “important information,” consider whether the purported sender would have your email 
address in the first place. If the sender claims to be from a government department, contact Service Canada or 
your provincial government services department. 

Lastly, when it comes to wire transfers, double-check every request and consider an “analog” verification 
technique – e.g., picking up the phone and calling the vendor to validate the request. Electronic confirmations 
can be falsified, especially if the fraudster was able to compromise your vendor’s email account. 

During these uncertain times, one thing that remains a constant is the fraudsters’ desire to scam well-
intentioned individuals into sharing personal information or redirecting funds. While sophisticated in some 
regards, these scams can be easily thwarted by some basic due diligence.  

If in doubt, challenge the fraudster and check trusted resources provided by the government, including those 
offered by the Canadian Anti-Fraud Centre. 

TECHNOLOGY  

Understanding digital and electronic signatures 
The use of electronic signatures has skyrocketed in the 
last few years. It is now commonplace in many banking, 
real estate and legal transactions. As the software has 
evolved, it has also become much more accessible. Many 
small organizations can now easily implement and use 
this secure and efficient function. 

What is the difference between digital and 
electronic signatures? 
As the digitization of documents, processes and messaging 

 
 

1 Government of Canada (2020), Coronavirus disease (COVID-19) resource website, retrieved from 
www.canada.ca/en/public-health/services/diseases/coronavirus-disease-covid-19.html 
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continues, just like someone physically signing a contract, a trustworthy mechanism to determine and capture the 
signer’s intent is required. The terms “electronic signature” and “digital signature” are often used interchangeably 
to describe this intent. However, there are important differences.  
• The term “electronic signature” or “e-signature” represents the broader concept, as it simply refers to the 

signature data being in electronic form.  
• By contrast, a digital signature ensures the validity of digital messages and documents. Key to this 

validation is ensuring sender authentication (the sender is known) as well as the providing a level of 
assurance that the document’s integrity has not been altered while in transit. A mathematical schema is 
used (think of this as encryption), with a set of accepted standards to provide a high level of security and 
trust.  

In short: A digital signature can be an electronic signature, but the reverse is not always true. 

Why would you want to use a digital signature?  
Electronic signatures provide several important advantages: 
1. Lower cost: Businesses save on the cost of paper, postage and – most importantly – time. These 

enhancements are also much more environmentally friendly. 
2. Simple and convenient to use: With most electronic signature software, you simply assign your 

designated signatories and their email address. The documents are distributed electronically, so your 
signatories can be spread out around the world and receive your document immediately.  

3. Fast turnaround: Without having to wait for regular delivery, or to arrange an in-person meeting, you 
can have your documents distributed, signed and returned in a fraction of the time required by the 
traditional method. Such a process can also be fit into a corporate workflow to further speed up the 
process. 

4. Highly secure: Given all the protocols in place with digital signatures, they are actually more secure 
than a traditional physical signature. The digital signature contains an electronic history of who signed 
the document, where they where and when the signature was executed.  

There are some important aspects of electronic signatures that can limit how you use this functionality. As 
stated above, digital signatures add a high degree of security. However, not all security is created equal. Be sure 
to research the security aspects of the electronic signature software you are evaluating or using. Also be sure to 
investigate how your documents are stored by the software, and whether you can still access them if you stop 
paying for (or licensing) the software. Some providers use proprietary applications where, without an active 
account with them, you may lose access to your own material.  

How does a digital signature work? 
As mentioned earlier, digital signatures utilize specific protocols that are assigned to each individual involved. 
This protocol is called the public key infrastructure (PKI). When a signature is created, two keys are generated: 
one kept private by the initiator and one that is public. The mathematical mechanism of the software translates 
these keys as needed, encrypts them and associates the public key with the document to be signed. The resulting 
encrypted data is what is referred to as the “digital signature.” It contains the encrypted details of who signed the 
document, when and where. A certificate authority (CA) is an entity that certifies the ownership of public keys, 
providing assurance of the integrity of the digital signature and ensuring that the digital signatures are reliably 
created and saved. This encryption, integrity and reliability are the key services of the software provider you are 
paying for.  

What should you look for in an electronic signature tool?  
When selecting an electronic signature platform, there are some key aspects to investigate. These items should be 
well understood, as they affect how you will use the software and mitigate future issues. 
• As previously mentioned, be sure to understand the security protocols that the software provides. Ensure 

that it comes from a reliable and reputable provider that encrypts both the data and the traffic. 
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• Ensure that the signature software integrates well with the other applications that you currently use. The 
software should work with applications like your Adobe Acrobat, Microsoft Word, Google Docs or other 
applications that you will be using to generate your documents. 

• Document storage solutions should be robust and offer flexibility. Ensure that you can access your 
documents even after you stop using that specific signature software.  

• Assess whether you require other functions like status tracking, alert definitions and role management 
(signers, read-only, etc.), and whether multiple users need to access the same document at the same time 
or on various devices. 

Whether your need is to improve efficiency in getting documents signed or to improve document traceability, 
or you simply want to be more environmentally friendly, electronic signatures offer a great option. Just do a 
little homework on what provider best fits your needs, and rest assured that electronic signatures offer a secure 
and recognized alternative to your John Hancock.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Disclaimer: 
BUSINESS MATTERS deals with a number of complex issues in a concise manner; it is recommended that accounting, legal or other appropriate professional 
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